In recent years Wireless Local Area Networks (WLANs) or hotspots, as they are commonly known, have emerged as a promising networking platform to extend network connectivity in public venues, providing local coverage for Internet applications on the move in urban areas and rural environments. Wireless hotspots using 802.11-based technology have popped up in corporate offices, coffehouses, airports, restaurants and bookstores worldwide. For all their utility and ease of use the 802.11 wireless protocol, known as WiFi, has become the mobile connectivity mechanism of choice for businesspeople, travelers, villagers, and everyone else. Unfortunately, even with the protocol's ease of use and its accessibility, there are still technical challenges to be solved toward an ubiquitous connectivity using WiFi hotspots. In this paper we present an experimental wireless system which extends beyond the hotspot's capabilities to provides wireless connectivity at distant areas and at a low cost. The system, combines the promising paradigm of Wireless Mesh Networks with the Captive Portal technology to offer a wide range of Internet-based communication services and applications. We detail the system architecture overseeing its main components and implementation details. Finally, we present some experiments in term of context services and traffic modeling, and demonstrate that the developed system can be easily deployed in term of coverage, management, and offered services.
I. INTRODUCTION
Thanks to advances in network access technologies, and with the widespread use of small portable devices such as PDAs, mobile phones and laptops, we have seen in the past few years an unprecedented growth in the number of wireless users and applications. Today, people spend a considerable amount of time at public places, called hotspots, where the pervasive wireless access to the Internet has become and imperative demand.
Wireless local area networks (WLANs) technology have emerged as a promising networking technology to extend network connectivity outside private networks. Wireless technologies offer a very effective and inexpensive solution to bring wireless Internet at public venues. This synergy has been driven by wireless standards ratified by the IEEE, the IEEE 802.11 standard [1] for wireless local area networking also known as WiFi, and the IEEE 802.16 standard [2] for long distance pointto-point connectivity also known as WiMax are two of the most important standard representatives.
In this scenario we observe that Wireless Internet Service Providers (ISPs) are trying to speed up their business by offering nationwide WiFi hotspots coverage at public venues, which empower mobile user with the ability to access Internet applications on the move [3] .
Nevertheless, even with the protocol's ease of use and its accessibility, there are still technical challenges (addressing coverage, authentication, management, and security) to be solved toward an ubiquitous connectivity using WiFi hotspots. Moreover, there is an important gap between urban centers to low density populations areas in terms of Internet connectivity, where there is a lack of interest from wireless ISPs in deploying the infrastructure; such lack of interest is expected to be maintained since the estimated return on investment is not attractive.
Most of the proposed solution to grant access in hotspots areas are often based on the captive portal technics. Traditional captive portals run on a dedicated personal computer behind the access network, which is a definitely not scalable solution. One of the pioneer captive portal solution is the Nocat system [4] . Nocat is an open-source free software which was designed to simplify and control the administration of public hotspots. Users can not enter the wireless network until they follow thought the Nocat authentication web page. Nocat offers three different level of access, according to which, users are granted to more or less network privileges. It is not limited to wireless access point and can be also used on wired networks. Nocat depends on Perl and OpenSSL, and so it will not fit on embedded devices, furthermore, this system is not actively developed nowadays. The WiFiDog system [5] is another popular captive portal system which acts as a self-contained tiny doorkeeper system with no dependencies. It can delegate the authentication work to a regular authentication server, or it can use an optional access control. It also offers bandwidth accounting and local content. The one weak point of WiFiDog is that MAC address spoofing is possible, but this is common to all open wireless networks. To conclude this quick overview of captive portal management systems the 802.1x [6] and the 802.11i [7] Task Groups are defining a number of management components and techniques for user authentication and secure communication. These technics, which can be compatible and so embedded in many hotspots management systems, are more than welcome in public hotspots where privacy and security are major concern.
In this paper, we describe an experimental wireless system which extends beyond the hotspot's capabilities to provides wireless connectivity at distant areas and at a low cost. The system combines the promising paradigm of Wireless Mesh Networks (WMNs) with the Captive Portal technology, and it is based on the use of commercial off-the-shelf wireless devices. WMNs represent a good solution to provide Internet connectivity in a sizable geographic area, and allow us to increase the area coverage of hotspots at a much lower cost than with classical Wifi networks [8] . Every client within the coverage area of our system can access all the services offered, which does not mean free access or no-control access. Our system is implemented under a captive portal solution based on the use of wireless access points to provide both an effective user authentication and physical connectivity to the backbone. Our solution runs upon the a modified version of the OpenWRT [9] project firmware, which allow us to implement access control into the AP while increasing the hotspot coverage by implementing a multi hop wireless mesh network. The OpenWRT firmware offers us all the functionality of the usual linux tools for monitoring, bandwidth shaping, firewalling, and so forth. Our proposed system employs low cost commercial off-the-shelf devices, so it can also offer wireless Internet connectivity in areas located out of hotspots centers at a low cost. Users only need an Internet navigator to access to the system, when they access the system they are automatically redirected through the captive portal web page where they are authenticated; further knowledge about wireless networks is not required, neither is it necessary to use special software.
We detail the system architecture overseeing its main components and implementation details. Some experiments in term of context services and traffic modeling demonstrate that the developed system can be easily deployed in term of coverage, management, and offered services.
The rest of this paper is organized as follows. Section II describes the overall system architecture. Section III presents the details of the implementation prototype where we validate the overall architecture and present an example of the offered functionality. Section IV evaluates our proposal and offers some preliminary performance results. Finally, in Section V we make our concluding remarks. Figure 1 shows the overall system architecture which has been designed to cover a wide area at a low cost. All the users are connected to the Internet through the main server which acts as gateway to Internet, and it also perform management tasks.
II. THE SYSTEM ARCHITECTURE
Our architecture combines a wireless mesh distribution network and a backbone wireless/wired network with a top level management system. We base our solution on Linksys WRT54G [10] wireless routers which operate using IEEE 802.11 technology on the 2.4 GHz frequency.
The top level management system is composed by a server that controls user authentication, and where all the software required to support the system is stored. The main software components are a web server to interact with the subscribers, a database used to store system information, and a control unit that converts management decisions into traffic rules. Besides, the server has also a high-speed connection to the Internet, along with a wireless or an Ethernet connection to link it with the backbone network. The distribution network is composed by several wireless routers representing neighboring rural areas, which are hierarchically grouped to form a mesh network. To implement the mesh network each WRT54G router at the distribution level implements the Ad hoc On-Demand Distance Vector (AODV) Routing protocol [11] . AODV is a simple and efficient routing protocol designed specifically for use in multi-hop mobile wireless ad hoc networks. By using AODV the coverage area can be easily extended since the network is completely self-organizing and self-configuring. Network nodes, including Linksys routers and client devices, can cooperate in the routing and forwarding process to allow multi-hop communication between nodes not directly within wireless transmission range of each other. As nodes move around, join or leave the network, and as wireless transmission conditions such as noise or interference change, all the required routing tasks are automatically performed by the AODV routing agents. Since the route used to reach any destination may change over time, the resulting network topology may be quite rich and frequently changing.
When new subscribers join the system, they will become part of the distribution network. If the number of clients is high enough many alternative paths will be available, allowing the AODV protocol to find the best path for each client using different routing criteria such as the number of hops, the degree of congestion, and the delay, towards the gateway to Internet.
We setup the wireless distribution network by using the AODV implementation from the Uppsala University [12] ; it offers most of the features specified in version 10 of AODV's draft. We install AODV in WRT54G wireless routers by crosscompiling AODV's code, making it operative under the Open-WRT [9] Linux distribution used by our routers. We also install a AODV agent in each one of the system clients to implement a multi hop scenario which increases the area coverage of hotspots at a low cost.
The WRT54G routers conforming the backbone include important features such as firewall and QoS capabilities. We use TC [13] and IPtables [14] , both tools provided with the Open-WRT distribution, to control the system's firewall and to regulate the bandwidth offered to different subscribers. The backbone network is linked through wireless trunks to the central server which acts as a gateway to the Internet. Wireless connections using directional antennas are preferred at this level since they allow covering a long distance at a low cost. For the backbone network we prefer using IEEE 802.11a technology, which operates at the 5GHz band instead of the 2,4 GHz band (used for the distribution network). The IEEE 802.11a standard provides a higher performance since it offers more independent channels and suffers from less interference due to multipath fading. The "adequacy" of the selected technologies used for the backbone network will depend on the physical layout of the deployment area. So, we have to determine an ad hoc solution based on parameters such as line of sight, signal interference, and channel overlapping.
The system interacts with clients through Captive Portal technology. Therefore, when one client first connects to the system and opens a web browser, he is automatically redirected to the main page of the portal; this process is completely transparent to the user. The management server controls client access depending on whether he is a register user or not. Depending on the client's access level, different services will be provided. The first time a client accesses the system he is asked to register himself with the Captive Portal. After a login process the user can use any of the freely available services or purchase others, like Internet access. Concerning the Internet access service, the system allows each client to choose among multiple connection speeds.
III. SYSTEM IMPLEMENTATION AND OFFERED FUNCTIONALITY
The system is currently implemented using several programming languages and tools as applications running in user-space, and is a proof-of-concept to demonstrate the feasibility of the architecture through extensive operation as described in Section IV The implementation can be split into three conceptual areas, the captive portal component, the web component, and the database component. The captive portal component uses PHP to access TC [13] and IPtables [14] , to control user authentication, system's firewall and also to regulate the offered bandwidth for the different user connections. The implementation of the web component makes use of different programming languages, i.e., PHP, Javascript, HTML and XML. The combination of these languages allows achieving complex solutions, and yet compose the user interface in a simple and straightforward manner. The database component uses the PHP technology to access data stored by a MySQL database engine. Our system also offers a centralized DHCP service, making it possible for subscribers to be configured automatically.
A. The Captive Portal Component
The captive portal component has two main functions: (a) to capture clients requests trying to access the system and (b) to control the client connection. In addition it also offers free access for specific web servers.
When a client connects to the system, he usually does not know any connection information, namely system's URL. Our system re-directs all the unregistered clients accesses to the identification page by typing any URL and trying to access it. The most appropriate solution for this task is developing a Captive Portal. When an unregistered client tries to access a web page, the system must re-direct him to the registration page instead. Once a client introduces his user name and a password, he can access the web page he originally requested (if he has credit to do so). In a GNU/Linux system this capture process is possible thanks to IPtables [14] . IPtables intercepts packets at the IP layer, allowing to perform tasks such as traffic filtering and redirection. By redirecting all the traffic coming from an unregistered client to the local web server we are able to show the system's authentication page as desired. This means that the web server must be configured to show a default authentication page created for this purpose.
Since hotspots operators are currently implementing pricing schemes to get the maximum return of their investment, our system includes the enhancements required to control the speed of the client connection and to offer the possibility of having free access for specific web servers.
1) Controlling the Internet Connection Speed:
When subscribers access the Internet using a system as described above, they could, in theory, use all the available bandwidth. This is a undesirable situation, especially if this system belongs to an Internet Service Provider. So, it would be desirable to have a full control of the connection speed for each user.
The control of both download and upload connection speed is made at the main server. If the main server is able to control packets passing through the interface that gives access to Internet, it can regulate the bandwidth of each user. This means that the connection speed experienced by each user is the one set by the system, and not the real one.
Traffic Control,or TC [13] is a tool developed for Linuxbased systems that generates virtual queues assigned to a network interface. These queues enhance the functionality of those available by default on the operative system, allowing to perform advanced queue management. By making use of a hierarchy of queues an administrator is able to assign different speeds to different users or applications.
We use TC to create a hierarchy where every client has two queues, one used to control the download speed and the other one to control the upload speed. Our system issues commands that control the TC tool, generating an additional queue pair every time a new client connects to the Internet. These queues are exclusive for a single client use, allowing to regulate the connection speed separately. In our system this control has been named Cityticket. Depending on the Cityticket bought by a client, he acquires the corresponding connection speed. Table I shows the startup sequence required to prepare the hierarchy of queues.
After the basic queue hierarchy has been defined, we can then proceed to include client-specific queues whenever a new client connects to the Internet.
2) Free Access for Specific Web Servers:
For different reasons, it could be necessary for all clients to have access to a selected group of external web servers. This includes those clients that do not purchase an Internet connection. An administrator has the option to choose a group of servers that can be accessed by everyone, regardless of the Internet privileges granted. For example, if the system is installed in a certain town, a free web server could be the city-hall's web server, which has news addressed to every citizen. We has two ways to add a free web server: by IP address and by connection port.
We can add new rules to the system's firewall to allow a specific IP address to be reached by all clients connected to the wireless network. If a web server is added to the free web server list, every request for pages on this server will not be redirected to our own server. This means that a client can access to this free server even if he is not a registered user.
We can also decide to redirect all the requests targeting a specific port to a external web server. This means that a client must known the relation between reserved ports and web addresses, or register with the system and access those free servers through the menu options.
B. The Web Component
The interface of the Web component has been designed to be maintained mostly unaltered regardless of which web browser, operative system or device is used. It has been designed using extended languages such a HTML and XML. Other specialized languages like ActionScript (Flash) and DHTML (a mix of Javascript and HTML) are able to offer a higher programming level for the design and implementation of the visual interface. By making use of PHP technology we are able to adapt the web pages to interact with the captive portal component, hence allowing every device with web browsing capabilities to access the Internet and connect to the system. Figure 2 shows the RuralNet presentation screen. Once inside the system the interface is rather intuitive. A left-hand menu provides the user access to all the options made available to him. There are three types of users defined in the system: regular user, user with Internet access, and system administrator. The differences among them are reflected in terms of options appearing in the menu. For a regular user only the most basic options appear, i.e., user profile, Internet access, context-aware location search, allowed servers and help. An administrator has all the options available, including the system administration options, i.e., users managements, connection properties, and Cityticket administration.
The ubiquitous availability of hospots offers the possibility to make context-aware location scenarios a valuable service. Our system offers a traveling user the possibility to perform location searches of point of interest i.e., restaurants, libraries, gas station, and so on. Implementing a rich location and contextaware system still requires a number of issues to be solved, so we now offers a very simple but effective solution where the relative location of the used is calculated according to the access point users get access to the Internet.
C. The Database component
Concerning the database interface, it makes use of the PHP technology to access all the data stored by a MySQL database engine. More details can fe found in [15] .
IV. PERFORMANCE EVALUATION
We evaluated our system application using a small testbed. We studied the system performance and also acquire experimental data to asses its correct behaviour. First, we evaluated the performance of the WRT54G Linksys router, which are part of the distribution network. Then we asses the correct operation of our system by studying how the bandwidth is divided among different subscribers when these have homogeneous or heterogeneous types of Internet connections.
Our testbed uses one Linksys router for the backbone network and 3 Linksys routers for the distribution network. The main gateway server is a PC with a 3 GHz Pentium IV processor and 2 GB of RAM. It has two Fast-Ethernet NICs that interconnect our experimental system with Internet by doing NAT; the operating system used is Debian 3.1. Finally, to simulate network subscribers, we used three Pentium IV based laptops with 1 GB of RAM memory and a 802.11g embedded card. 
A. Evaluation of the Distribution Network
We now proceed to evaluate the performance of the distribution network in our laboratory. The Wireless WRT54G Router comes with the standard Linksys operating system, which offers only basic functionality. So, we have to update each node of the distribution network for it to support AODV.
We evaluated the behavior of the distribution network by setting up several random "ping" sessions over the distribution area and evaluating the impact on round-trip time with varying channel conditions. We evaluated the performance on a clean environment -i.e., all the wireless equipment in our laboratory not participating in the measurement session have been disabled -and on a very noisy environment -we have interference from additional wireless devices in the laboratory. Figure 3 shows the cumulative distribution function for the round-trip time where the measurement session lasted 24 hours; sources probe the network at a rate of 1 "ping" packet per second. The results show that, in our testbed, 90% of the total ICMP interchanges are successfully completed for a round-trip time in the interval from 0.1 to 0.8 seconds, independently of the noise level in the environment. These round-trip times are normally acceptable to a subscriber without causing annoyance. However, when operating under a noisy environment, we verify that 10% of the traffic suffers from poor performance. More specifically, 4% of the traffic experiences too high delays, being considered lost in practice.
B. Evaluation of the System Functionality
We make a wide range of long-run measurements were every client starts a FTP connection to a FTP server, which is accessed only through the system. We control the throughput of the FTP server so that we can model different connection speeds with the gateway server.
We run the tcpdump [16] tool at the Main Server in order to trace all the incoming and outgoing packets. We begin our tests by using only one client, and measuring the accuracy of the bandwidth management system offered by the TC tool. So, our client downloads data ininterruptedly from the FTP server, allowing us to compare the requested data rate with the actual throughput received. Figure 4 shows the obtained results. Figure 4 shows different intervals, where each interval represents the actual range of throughput values experienced by the client; the mean value is also represented. By observing these results we confirm that the requested bandwidth value is close to the throughput provided by the system except for the last value where 8 Mbit/s are requested and only around 6Mbit/s are finally delivered. When the requested bandwidth surpasses the maximum value achievable when using IEEE 802.11b technology the Wi-fi link becomes the bottleneck.
We now proceed with a set of tests where we have four clients active. We will study the interactions among them when limiting both their bandwidth and the bandwidth towards the FTP server.
We begin by experimenting with different bandwidth values for each client. We set the bandwidth of the four users to 128, 256, 512 and 1024 Kb/s, respectively. Our purpose is to check if the system can indeed make effective the different user privileges. Figure 5 shows the obtained results. As it can be observed, the system can offer the requested bandwidth according to the user configuration. We also observed that the throughput values sometimes suffer from variations that deviate them from the requested ones. We consider that these small discrepancies are due to wireless media noise and not the bandwidth control algorithms used. We now extend the previous example by acting upon the link speed between the main server and the FTP server so as to assess the impact on client's performance. We experiment with two different speeds for this link: 1024 kbit/s and 256 kbit/s. In neither case is there enough bandwidth to serve the four clients at their requested data rate. Figure 6 shows that when the maximum aggregated data rate is limited to 1024 kbit/s the two slowest connections use their requested bandwidth of 128 and 256 Kb/s. However the other two higher speed connections tend to reach an equilibrium at a similar data rate value during the period when both are active. When we further reduce the bandwidth at the bottleneck link to 256 kbit/s we find that the throughput value for all the connections becomes stable at a value close to 64 kbit/s, as expected (fair resource sharing).
Though currently we apply this solution of evenly sharing available resources when they become much lower than the aggregated bandwidth requested, we could instead apply a different policy. To accomplish that we would require a solution based on a weighted fair queueing policy. That way, when the available bandwidth becomes too low, users would receive a share of the channel's bandwidth that is proportional to the bandwidth they have paid for.
V. CONCLUSIONS In this paper, we study the viability of using the most recently developed wireless technologies to provides wireless connectivity at distant areas at a low cost. We propose a Captive Portal architecture especially designed to provide Internet access in rural areas which extends beyond the hotspot's capabilities. The system, combines the promising paradigm of Wireless Mesh Networks with the Captive Portal technology to offer a wide range of Internet-based communication services and applications.
We first analyzed the architecture of the system, putting into evidence the most important elements that conform the infrastructure. We then describe three core elements of the system, which allow us to capture clients, perform a per-user regulation of bandwidth and offer access to an administrator-defined group of free external web servers. We conclude with a set of experiments were we validate both the correct behaviour of the proposed infrastructure as well as the traffic-shaping tools used by the system. We find that the service offered to clients is the one we expect, while the system can be gradually scaled up as the number of subscribers increases. The application here described is free software, and it can be downloaded for free at http://www.grc.upv.es/software/index.html.
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